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IOS14 and Privacy MACs
MAC Randomisation and the consequences

Apple
 have stated that devices running IOS14 (phones, tablets and watches) will have 'Privacy MACs'/MAC randomisation
 enabled by default. This is similar to Android, which also enables MAC randomisation by default. However, in Apple's case the randomisation will, by default, be per SSID and the MAC will change every 24 hours. This periodic change is a new feature and may have some consequences.

Obviously, it offers the end-user more privacy because the wireless operators will not be able to track usage over time, nor across different SSIDs. 

Given how Apple tend to push upgrades, it's expected that IOS 14 become commonplace fairly quickly after launch and, given the nature of end-users, it's expected that this feature will be left switched on.

Apple have a long-standing reputation of not paying much attention to the needs of Enterprises and are primarily interested in their direct consumers. Their devices' feature set tends to be better suited to home or small business usage, thus there might be consequences when devices are used on a large scale, enterprise network.

MAC Randomisation

The approach to MAC Randomisation being taken by all the main providers appear to be the same and is based on the IEEE suggested approach. There are two bits in a MAC address which are special: one, if set, identifies the MAC address as a 'locally' managed one and the other, whether uni- or multi-cast. Random MACs will always have these set to '1' and '0' respectively. 

This leaves 46 bits to assign within, totalling 70,368,744,177,664 possible addresses.

Using MACs for authn/authz

The main implication of periodic MAC randomisation is that any authentication or authorisation being done by MAC address will, effectively, no longer work. If the MAC was consistent per SSID then this would not be a problem (as in the case of Android devices), however, when the MAC changes every day there will be no continuity. Equally, any allow- or deny-listing will not be effective.

Device type identification

Normally MACs are made up of two parts: the organisational part and the device part, often split 24/24 bitwise. Each organisational part (known as the OUI) is registered with the IEEE so identifying the device manufacturer was possible. As above, randomised MACs no longer work like this so device identification will no longer be possible.

Persistance on hotspots

Some sites, often those offering free Wifi to customers, will use the MAC to make it easy for devices to reconnect at a later date and not force the user to go through the sign-up process multiple times.

As with the MAC authentication and authorisation above, changing the MAC daily will mean this can't happen. The user would have to choose to disable the privacy MAC setting for this to work again.

DHCP

1. Allocating IP address to MACs statically won't work if MACs change daily.

2. If you're assigning leases dynamically then beware of leases exceeding the randomisation period. Currently N devices will use N IPs from a pool and will use the same N every day because they have the same MACs. With periodic randomisation the MAC will be different the next day. If the lease lengths are greater than 24 hours then when the device next asks for an IP address the server will consider the old lease to be still in use and allocate a new one. Thus for each MAC two IP addresses will be need. If the lease is a week or two (unlikely, admittedly) then this multiplier increases. Exhausting the pool is a realistic possibility. Since most sites have short leases on dynamic pools this shouldn't be a problem but it's worth noting.

Table sizes

Obviously there will be more MACs appearing on the network as a whole so be watchful of any tables on network equipment which are likely to grow as a result. 

Troubleshooting/Audit/Support

Troubleshooting device issues could well be impeded if the MAC changes daily. Users complaining of intermittent or long term issues would have to be told to disable MAC privacy if their device behaviour is to be monitored.
Audit trails would be near impossible to follow by MAC address. In a 802.1x environment username is more commonly used fortunately but there are times when MAC is a useful identifier.

In general this is likely to require additional support to deal with some of the issues mentioned, not least in giving users instructions of how to disable the Privacy MAC mode. 

Duplication

With any sort of randomisation scheme there's always the chance that two devices will pick the same address. For home/SME use the chances are negligible but as the device count increases the likely rises rapidly. For a University with 15,000 concurrent users the odds would be almost 100% that, out of a pool of 2^24 (the usual 24-bit size) address that there would be duplication. However, once the pool reaches 2^46 (46-bits) that probably drops back to a very small fraction of 1% (about 0.000001%). The IEEE recommend the use of RARP to find duplicates before assigning but this might not succeed on some wireless system configurations.

EAPOL issues?

Most of the issues with MAC randomisation affect open SSID using MACs for authentication or authorisation. In general PSK and 802.1x based wireless networks don't use the MAC for anything critical. As such, govroam and eduroam would not suffer from any of these issues.

However, and this is speculation, it's worth asking the question of your wireless vendor how they'd expect their system to handle MAC changes mid-session. EAPOL, the communication between device and wireless system, does have the MAC encoded. If this MAC changes but there's been no disassociation from the AP then the wireless system may become confused, treat it as a spoofing attempt, force a re-auth, block the device etc. 

Further Reading

https://community.cisco.com/t5/security-documents/random-mac-address-how-to-deal-with-it-using-ise/ta-p/4049321                  

https://indico.uknof.org.uk/event/51/timetable/#20200720.detailed 

https://wifinowglobal.com/news-and-blog/new-private-wi-fi-address-iphone-feature-could-severely-impact-the-wi-fi-industry-expert-says/?mc_cid=9ff8988c11&mc_eid=000d85d9e3

�	https://support.apple.com/en-us/HT211227


�	https://mentor.ieee.org/privecsg/dcn/14/privecsg-14-0009-00-0000-mac-address-randomization-in-802-11.pdf
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