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ClearPass FTICKS for Federation Operators
only

There are a number of steps required to set up FTICKS logging.
Syslog Targets

Create a new Syslog Target (Administration—External Servers—-Syslog Target) for the Jisc syslog
server, utilities.govroam.uk on port 514/UDP

Edit Syslog Target v

Host Address: 212.219.243.132

Description:

o
Protocol: ® UDr O TCP
Server Port: 514

swve

Syslog Export Filter

Create a new Syslog Export Filter (Administration—»External Servers—-Syslog Export Filter) for
the FTICKs logs:

Administrabion » External Servers » 5yslog Export Filters = Edit - Govroam FTICKS

Syslog Export Filters - Govroam FTICKS

Filter and Columns Summary

Name: Govroam FTICKS
Description:
Export Template: Sesaion Logs
Export Event Format Type: | grandard v
Local Facility Level: Local Lse 7 (localT) ¥
Syilog Servers: 212 219243132

--Salect to Add-- e
where

e Export Template is Session Logs
e Export Event Format Type is Standard
e Local Facility Level is local7
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» Syslog Servers is the Jisc one created above
e and your ClearPass servers to generate logs from

Then in the Filters and Columns tab:

Syslog Export Fllters - Govroam FTICKS

Opticn 1: FOr cCoOMmMon Uss-Cases, sRIBCt Data PIIERr And Columns jor sxport:

Dats Fiter [Actres aumnkna| : ‘m

ohatng Sdection: Pradefind Fald Groups Selectesd Celummng

Loggad in ussrs
Failed Athesticailzng

RAADILIE Aocouniing
I

TACECS + Aczounling
Wah Authentication
eyl hoses

Aypilable Columres -

Ty CETIEOR

Commezn Alarix

Carmmen Alarte-Sresan
Caareamien Ao -Pasiure-Takan
Carmen_fath-Tipa

Cammen Conrmctmn-Stalus
Cammen Eniorcamant-Frafile
Coramien Enice - ok

Opticsn 2= For advanced use-cases, specily custom SQL query Tor axpert:
Lusbam S0 SELELT concat)

substringluser_name, 7, 1800 | |' STECIMTAY=URSVISINGT=" | |etir_vales || "#C5[="] |
efd_Bast_id || ' FAESULT=0KeF ESTD=-anapd’ )

AL UF-TIDES fgovroan/ 1. BFREALH"

FRM public.tips_radius_ssssion_log,public.tips_session_log_oetalls
WHERE public.tips_rfadled_sessisn_log. id =

A5 an esample, go here to copy & sample S0L

Ignore Option 1 and cut and paste the following into the Custom SQL box:

SELECT concat(

substring(user _name,2,100) | | '#VISCOUNTRY=GB#VISINST="||attr_value| | '#CSI="| |
end host id| | '#RESULT=0K#FEDID=0X000")

AS "F-TICKS/govroam/1l.0#REALM"

FROM public.tips radius session_ log,public.tips session log details

WHERE public.tips radius session log.id =
public.tips session log details.session id

AND public.tips session log details.attr name = 'Radius:IETF:Operator-Name'
AND public.tips radius session log.timestamp > --START-TIME- -

AND public.tips radius session log.timestamp <= --END-TIME--

AND public.tips radius session_ log.auth_method="'PROXY'

AND public.tips radius session log.service name not like 'S%NRPS%'

AND public.tips radius session log.request status =1

ORDER BY public.tips radius session log.timestamp asc

* Replace 0X000 with the Federation ID provided by Jisc.

e The line “public.tips_radius_session_log.service_name not like '%NRPS%'" is where the
authentications to/from the NRPS are filtered out. The names of the services which proxy
to/from the NRPS needs to have a name which could be matched by an SQL query. The example
here must have 'NRPS' in the name.

e The line “AND public.tips_radius_session_log.request_status = 1” ensures that only logs of
successful authentications are pass on.

There might need to be other lines in there to ensure that the only logs sent to Jisc are ones that
match a proxy between two sites specifically for govroam, rather than all proxied logs for non-
govroam services.
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SERIOUS LIMITATION

The big caveat with the above is that FTICKS logs will ONLY be generated where there is an Operator-
Name variable set in the originating Access Request from the member site. No FTICKS if there isn't.
Even if Clearpass inserts an Operator-Name, still no FTICKs logs.

Thus as many as possible of your member sites need to configured their servers to set
Operator-Name. This rules out any site using NPS as their ORPS unfortunately.

Limitations on logging

Problem: Not all member organisations can or do set the Operater-Name attribute in their Requests.
Ideally the RFO should be able to insert an O-N with a value set on behalf of your site but only some
RADIUS servers are capable of doing this (FreeRADIUS, RadSecProxy, RADIATOR). The next best
option is to insert a generic value for the Federation. i.e:

When an RFO, scarfolk.gov.uk, gets a request from a site, say arkham.nhs.uk:

1. If the Operator-Name is set to, say, larkham.nhs.uk then leave it as is.

2. If the Operator-Name is missing the insert an Operator-Name with the value 'larkham.nhs.uk'
no matter which of the several holby,nhs.uk servers the request comes from.

3. If there's no way to set the Operator-Name as in (2) then just insert an Operator-Name of, say,
'1scarfolk.gov.uk'.

This way the home site will, at best, see an Operator-Name with the source site's value or, at worst,
with it set to the Federation's value.

However, this conditional setting of Operator-Name isn't something found in servers like ClearPass,
ISE or NPS. NPS is completely incapable of setting the Operator-Name. ClearPass can't do any sort of
conditional setting. ISE might be able to.

With ClearPass you delete and add attributes to the Access Request but you can't conditionally
replace or modify them. So the options are to either do nothing, which is what the configuration
above does, and not try to add an Operator-Name where missing. Or, to add an Operator-Name with
the default value of the RFO. Despite ClearPass allowing database access and has the ability to set
and expand variables, there's no way to conditionally set the Operator-Name using the underlying
FreeRADIUS variables.

Overwriting the Operator-Name is an option but not a great one. Not only does it meant that sites
which do set the Operator-Name will not be able to be identified outside of the Federation, but the
FTICKS log won't be generated anyway.
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